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Passphrases an increasingly attractive approach

0 Setup Assistant
@ Introduction Set Your Key's Passphrase
) Keyring Selection
=) ‘Key Creation Your private key will be protected by a passphrase. It is important

that you keep this passphrase secret and do not write it down
Key Publishing

Enter your passphrase

Confirm your passphrase

Passphrases should be at least 8 characters in length

Save passphrase in Keyehain

EEE’ 4 Show Keystrokes
= e
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Passphrases an increasingly attractive approach
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Enter Password
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Passphrases an increasingly attractive approach
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THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS To GUESS,
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What do we know about passphrase guessing?

[this space intentionally left blank]
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Data source: Amazon PayPhrases

Enter your own phrase to see if it's available or claim this one:

raordinarl - (PayPhrase must be at least 2 words
Extraordinarly Secure long, no numbers or special characters)

¢ Sorry, this phrase is not available

@ must be at least two words

@ must be globally unique
e security « PIN + passphrase

@ can only contain the letters a-z, A-Z, SPACE
e capitalisation and spacing ignored
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Data source: Amazon PayPhrases

Express Checkout with PayPhrase
(€] Tim Potor thnks 12

'\ e !
R 27-1999 |
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PayPhrases killed 2012-02-20
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A simple dictionary attack
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A simple dictionary attack

Movies - TV - News - Videos - Community - IMDbPro - Apps ~ Your wateniist
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A simple dictionary attack
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@ proper nouns
@ titles
@ idiomatic phrases
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A simple dictionary attack

@ proper nouns

@ titles

@ idiomatic phrases
@ slang
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Results

word list example list size success rate I
arts

musicians three dog night 679 49.5% 0.0464%
albums all killer no filler 446 56.5% 0.0372%
songs with or without you 476 72.9% 0.0623%
movies dead poets society 493 69.6% 0.0588%
movie stars patrick swayze 2012 28.1% 0.0663%
books heart of darkness 871 47.0% 0.0553%
plays guys and dolls 75 70.7% 0.0093%
operas la gioconda 254 17.3% 0.0048%
TV shows arrested development 836 46.3% 0.0520%
fairy tales the ugly duckling 813 13.3% 0.0116%
paintings birth of venus 268 11.2% 0.0032%
brand names procter and gamble 456 17.3% 0.0087%

total 7679 38.5% 0.4159%

sports teams

NHL new jersey devils 30 83.3% 0.0056%
NFL arizona cardinals 32 87.5% 0.0070%
NBA sacramento kings 29 93.1% 0.0085%
MLB boston red sox 30 90.0% 0.0074%
NCAA arizona wildcats 126 56.3% 0.0105%
fantasy sports legion of doom 121 71.1% 0.0151%

total 368 71.7% 0.0542%

sports venues

professional stadiums soldier field 467 14.1% 0.0071%
collegiate stadiums beaver stadium 123 12.2% 0.0016%
golf courses shadow creek 97 6.2% 0.0006%

total 687 12.7% 0.0094%
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Results

word list example list size success rate b

games
board games luck of the draw 219 28.8% 0.0074%
card games pegs and jokers 322 27.6% 0.0104%
video games counter strike 380 28.4% 0.0127%
total 921 28.2% 0.0306%

comics
print comics kevin the bold 1029 29.5% 0.0361%
web comics something positive 250 16.8% 0.0046%
superheros ghost rider 488 45.3% 0.0295%
total 1767 32.1% 0.0701%

place names

city, state (USA) plano texas 2705 33.8% 0.1117%
multi-word city (USA) maple grove 820 79.0% 0.1283%
city, country lisbon portugal 479 35.7% 0.0212%
multi-word city ciudad juarez 55 69.1% 0.0066%
total 4059 43.7% 0.2677%

phrases
sports phrases man of the match 778 26.1% 0.0235%
slang sausage fest 1270 45.0% 0.0761%
idioms up the creek 3127 43.6% 0.1789%
total 5175 41.3% 0.2785%
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@ Estimating N = 10°, our 20k dictionary covers 1.1% of users
e Equivalent to 20.8 bits

@ Password comparison #1: 2 passwords cover 1.1% of users
e Equivalent to 7.5 bits

@ Password comparison #2: 20k dictionary covers 26.3% of users
e Equivalent to 16.3 bits

Similar to mnemonic-phrase passwords
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Which syntactic construction do users prefer?
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Which syntactic construction do users prefer?

bigram type example list size success rate
adverb-verb probably keep 4999 5.0%
verb-adverb send immediately 4999 1.9%
direct object-verb name change 5000 1.2%
verb-direct object spend money 5000 2.4%
verb-indirect object go on holiday 4999 0.7%
nominal modifier-noun operation room 4999 9.8%
subject-verb nature explore 4999 1.3%

Phrases generated from British National Corpus/Robust Accurate Statistical Parser

Single objects or actions strongly preferred
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Which factors predict a phrase’s popularity?
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Which factors predict a phrase’s popularity?

bigram type example list size success rate
adjective-noun powerful form 10000 13.3%
noun-noun island runner 10000 4.4%

Phrases generated from Google n-gram corpus
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Which factors predict a phrase’s popularity?
Possible selection models:

baseline random
natural-language production p(wq||wz)

independent word selection  p(wy) - p(ws)

mutual information pmi(wy, wo) = Ig %
blended model p(wy||wa) - pmi(wy, ws)
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Which factors predict a phrase’s popularity?

adjective-noun bigrams
1.0 T
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Which factors predict a phrase’s popularity?

noun-noun bigrams
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Which factors predict a phrase’s popularity?
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Which factors predict a phrase’s popularity?

noun-noun bigrams

percent of registered phrases found
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Are natural language phrases difficult to guess?
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Are natural language phrases difficult to guess?

marginal guesswork i, (bits)

1 word phrase
2 word phrase
3 word phrase
4 word phrase
2 random words
personal name

password (RockYou)

L L L
%.0 0.1 0.2 0.3 0.4 0.5
success rate o
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Thank you
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Similar results for

random selection efficiency

percent of registered names found

selection efficiency,p(wy, ws)
selection efficiency,p(wy) - p(ws)
selection efficiency,pmi(wy, wo)

selection efficiency,wpmi(wy, wo)
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Similar results for names
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Estimating the probability of each class of phrase

Assumptions:
@ N total phrases
@ nphrases in this class of equal probability
@ k were selected
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Estimating the probability of each class of phrase

Assumptions:
@ N total phrases
@ nphrases in this class of equal probability
@ k were selected

solve as a weighted coupon collector’s problem:

K n
» =15
P = N-n
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